Online Safety

Parents




What are children accessing __ #
online?

* Online Games
*Social Media

*Streaming Music/ Films
*School work/ research

E »




The Merton Primary School

To be the best we can be.

C’h\ildren’s Digital Playground (6-12) t

What are/your children doing online?

Watch videos on YouTube J

TikTok
Play a range of online games from Roblox and Fortnite

to Toca Boca mobile games

Older children use apps such as Tik Tok to post videos

online and live-stream

Some may also be using platforms like Snapchat and

Instagram although minimum age is 13

Use educational apps to supplement learning




= 1% have thewr own smarphone,
18% have thair own fahlat.
96% walch TV on a TV sal, for
14h a week.
30% watch TV on other devices,
= mostly an a tablet,
-

36% play gamas, for neary 834k a
week.

2% go onling, for nearly 8h a
week,

69% of these moslly use a tablet 1o go onling.

32% watch TV programmes via OTT services (like
Metflix, Mow TV or Amazon Prime Videa).

45% use YouTube, B0% of these say they use i to
walch canoons while 40% say funny videos or
pranks.

1% have a social media profie

5% have their own smartphone,
42% have their own fablat,

97% walch TV on a TV sat, for
around 13%h a week.

44% watch TV on other devices,
mostly on & tabdet,

B3% play games, for around
74h a week.

82% go onling, for around #ah
- aweek

67% of these mostly use a tablet 1o go online.

44% watch TV programmaes via OTT services (like
Wedtfiix, Mow TV or Amazon Prime Videa).

T0% use YouTube, 65% of these say they use it io
walch carioons while 61% say funny videos or
pranks.

4% have a social media profile.

94% walch TV on a TV set, lor
nearly 13h a week.

43% watch TV on other devices,
masty on & tabbet,

35% have their own smartphone,
§7% have their own tablat,
"\'

T4% play games, for around 10h
a week.
93% go online, for around 13%h

a
I l 5% of these mostly use a tablet
= == 1 gnonline, with 24% mastly
using a mobile.

43% watch TV programmes via OTT seavices (like
Metflix, Mow TV or Amazon Prime Videa)

TT% use YouTube, 5% of these say they use i o
wglnh funmy videns or pranks while 58% say music
Videns.

18% have a social media profile.

40% who own a mabila are allowed 1o fake it to bed
with tham, it's 28% amang tablet owners.

83% have their own smariphone,
50% have their own tablet.

90% watch TV an a TV sat, far
H around 13%h a week.
62% watch TV on other devices,
mostly on a tabdet or mobile.

TE% play games, for around
13%h a week.

88% go onling, for 2044h a week.
53% of these mostly use a mobds

b go onling, with 23% mostly
Liging & tablet.

58% watch TV programmes via OTT sanvicas (like
Metfi:, Mow TV or Amazon Prime Videa).

89% use YouTube, T4% of thess say they use if to
walch funny videos or pranks with sama proporion
saying music videos.

69% have a social media profile.

T1% who own a mobile are allowed fo take 10 bed
with therm, it's 1% amang tablet ownars.,

The Merton Primar); School

To be the best we can'be.

Source: Children and
Parents: Media Use and
attitudes report 2018




Parents ﬁ

The Merton Prlmary School

To be the best we ¢

“He was addicted to [his tablet]. | didn’t want him getting too focused
in his own world, so I limited it” Mum of Harry aged 6

Attitudes toward the internet, among parents of children who go online

Proportion of parents of 5-15 year olds who agree
The benefits of the internet for my child outweigh any risks

-pd-

Source: Children and Parents: Media Use and attitudes report 2018




Parents ﬁ

Parental concerns about aspects of their child’s internet use, 5-15s who go online
The Merton Primary School

To be the best we can be.

% of parents of online 5-15s, who are very/ fairly concerned

Companies collecting information about what they are doing online
Damaging their reputation either now or in the future

Giving out personal details to inappropriate people

Pressure to spend money online

Cyberbullying

Content which encourages to hurt or harm themselves gEERZ

How much time they spend online

Online content

Possibility of them being radicalised

Source: Children and Parents: Media Use and attitudes report 2018 For access to the full report Click Here.



https://www.ofcom.org.uk/__data/assets/pdf_file/0024/134907/Children-and-Parents-Media-Use-and-Attitudes-2018.pdf
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Internet safety and harms ﬁ

The Merton Primar)lf? School

To be the best we ca

Pupils should know

e That for most people the internet is an integral part of life and has many
benefits.

e About the benefits of rationing time spent online, the risks of excessive time
spent on electronic devices and the impact of positive and negative content
online on their own and others’ mental and physical wellbeing.

e How to consider the effect of their online actions on others and know how
to recognise and display respectful behaviour online and the importance of
keeping personal information private.

e Why social media, some computer games and online gaming, for example,
are age restricted.




b

The Merton Primar)lf? School

To be the best we ca

e That the internet can also be a negative place where online abuse, trolling, bullying
and harassment can take place, which can have a negative impact on mental health.

e How to be a discerning consumer of information online including understanding that
information, including that from search engines, is ranked, selected and targeted.

e Where and how to report concerns and get support with issues online.




Online Safety at &

The Merton Primar); School

Merton Merton Prima

Online safety 1s taught at regular intervals 1n
every year group over the whole vyear.

It 1s taught before children use the internet, but
also when reacting to issues on a day to day basis.

This could be online bullying, social networking,
gaming etc.

e are proactive and reactive when it comes to
online safety.’




Online Safety at Merton- ti
Early Years The Merton Primagy School

Children are accessing technology and the internet
at a younger age than ever before. It’s never too
early to talk to your child about what they do
online and who to tell 1f they come across anything
online that makes them feel worried, scared or sad.




On line safety— EYFS ti

The Merton Prlmary School

To be the best we

We talk about how we use Technology and the internet every day
and what this looks like.

We introduce the children to safe apps on the 1pads and explore
in groups.

We regularly have circle time discussions to help the children
understand: how to stay safe: always ask an adult to use a

device, always use age appropriate apps, do not talk on online
gaming headsets.

When an 1ssue arises we target discussions and focus based upon
the need: playing 1napproprilate games.

We listen to stories which ’ﬁw@ﬁr 1ldren to understand the
importance of online safet NIy licking, Smartle the
Penguin. T |
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https://www.thinkuknow.co.uk/parents/articles/keeping-your-under-five-safe-online/
https://www.thinkuknow.co.uk/parents/articles/keeping-your-under-five-safe-online/
https://www.bbc.co.uk/bitesize/clips/zcvr9j6
https://www.bbc.co.uk/bitesize/clips/zcvr9j6

Online Safety at What is the
Merton- KS1 Internet? :dam.

BBC Bitesize ',

FR=gsy N

[ —

) What uses the
internet?



https://www.thinkuknow.co.uk/parents/articles/keeping-your-under-five-safe-online/
https://www.thinkuknow.co.uk/parents/articles/keeping-your-under-five-safe-online/
https://www.bbc.co.uk/bitesize/clips/zcvr9j6
https://www.bbc.co.uk/bitesize/clips/zcvr9j6
https://www.bbc.co.uk/bitesize/clips/zcvr9j6

Online Safety at

Merton- KS1 We learn about ourselves.
What makes us unique and what our personal
information 1s. We explore this through games...

How are we all different?

How are we all different?

e ~oo

A4 -

How are we all different? How are we all different?

In the Caterpillars Class  In the Butterflies Clasl

Hair Colour Children who wear glasses

Boy or Girl l

How are we all different?

-‘:"‘\.\.::".'?""
< Who is in a group on their own?

= W 7 N
We may be quite similar but we are all special and not -
exactly the same as anyone else in the world. a |

N Things we like to do
ame Passwords

Personality

What we look like The same first name
Address



https://www.thinkuknow.co.uk/parents/articles/keeping-your-under-five-safe-online/
https://www.thinkuknow.co.uk/parents/articles/keeping-your-under-five-safe-online/

Once we understand what our personal
information

1S we make avatars and create 'nick
names' online.

Select colour



https://www.thinkuknow.co.uk/parents/articles/keeping-your-under-five-safe-online/
https://www.thinkuknow.co.uk/parents/articles/keeping-your-under-five-safe-online/

Key messages are explored and
revisited
across the term during computing
| essons amd
NERRa g

Buddy helped Ben to decide what to do by singing his helpful ‘Use Your

Tablet Safely’ song!
[ h
Buddy's ‘Use Your Tablet Safely’ Song
(Sung to the tune of Frére Jacques)

Ask your grown-up,

Ask your grown-up,
Ask for help!
Ask for help!

Use your tablet safely,

Use your tablet safely,
Woof, waof, woof!

Woof, woof, woof!



https://www.thinkuknow.co.uk/parents/articles/keeping-your-under-five-safe-online/
https://www.thinkuknow.co.uk/parents/articles/keeping-your-under-five-safe-online/

Online Safety at &

The Merton Primar); School

Merton- KS1 Merton Prima

Jessie & rriends 1s a series of three animations
that follow the adventures of Jessie, Tia and Mo as
they begin to navigate the online world, watching
videos, sharing pictures and playing games.

JESSIE & %G
@ FRIENDS

Wetiching Vicleeos

Episode 1



https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/

Online Safety at ti
Merton- KS1 The Vit By Sohod

The key message throughout Jessie and Friends 1s that
1f a child i1s ever worried by anything online, they
should tell a grown-up they trust, who will help them.




Online Safety at Merton- KS1

lesson snapshot

Let’s look at
two children
who have
shared some
information
online.

about who is

belng saje
online and
who isn't?

Personal Information

Name: Spider Monkey

Boy or Girl? Boy
Likes: Cooking

Address: Tree Tops, Cherry Tree Lane.

Date of birth: 9/9/19

Personal Information

Name: Ella-Jane Taylor

Boy or Girl? Girl

Likes: Rock cltmblng

Address: 13 South Street, Leicester.

Date of burth: 28/7/11
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The Merton Primary | School
To be the best we can’b

Can you
explain why?

Use the worc
'because’.




Online Safety at tj
Merton- KS1 The Vit By Sohod

4 h
Rules for

Using the Internet Safe[y

1 will :

only visit websites suitable for
children my age;

be polite and show respect when g5 T
communicating with others; , .

=
keep my personal information
secret (including passwords); I e
Safe visual search engine for kids
report any unpleasant
messages/inappropriate websites Q

to a member of staff. Google Custom search
V| Kpedia Images Kimages News Videos
e &2

4

-




Online Safety at
Merton LKS2

b

The Merton Primar)lf? School

To be the best we ca

ThinkUKnow website:

‘Band Runner’” has games and
videos supporting discussion
, around use of:

o W gaming / vlogging / posting on

social media / sending
messages and pictures




Online Safety at Merton LKS2 ti

: . The Merton Prima%eSchool
We use 1pads and laptops 1n some lessons 7o s bt e SRS

for research, vocabulary work and finding
definitions.

Before we go online we always remind children
of the safety rules around using the 1internet.




Online Safety at &
Merton LKS2 The Vit By Sohod

Children in Year 3/4 tell us that they are using a range of
apps and technology
including social media apps such as TicToc.

Some of our children are very aware of trending videos and
things that go viral
on TicToc, such as dance moves and pranks.
They have also told us that they know about apps you can get
on phones / tablets
that hide other apps.




Online Safety at &
The Merton Primap;ﬁchool

Merton LKS2 Merton Prima

They also tell us that they are playing a range of games, some
for long periods of time.

They tell us that they play Roblox, Fortnite, Minecraft online
and that they play
with other people.

We reinforce recommendations about only playing with people
they know




Online Safety at Merton- KS2 Upper ii
Key Stage 2 Years 5 and 6 The Mertor Brmary School

We have to accept that some children at this age
will be online with minimal adult supervision, and
that while we would give the message that parental

controls should be on ALL digital platforms, we

know that this i1isn't the real world.

Also, whilst some parents are informed, 1interested
and 1nvolved in their child's online behaviour,
this 1s not the case 1n every situation.

Your child will be hearing things from other

maybe subject to peer pressure, and this




Online Safety at &
Merton The ey
T.We explicitly teach how to search safely on the
internet- and what to do 1f they come across
content that 1s unacceptable.

What if our trusted sites aren’t
on the list?

JAFE

SEARCHING

opinion

e , sell
= ¥ |nternational %’t

SEARCHING

As well as obvious 1nappropriate
content, we will also touch upon
bias, fact or opinion,
advertlising and persuasion,

e,



Online Safety at tj

Merton The Merton Primary School
Z. We look at the online behaviour of ourselves and
others through social media platforms, for example
'Whats App'—- even 1f they shouldn't be on 1t until

they are 16!
Do they find it funny?
If you wouldn't like it,

don'’t share it, stop it!

Poster (A3) for primaries: Do they find it funny LG F I_

Band Runner game for 8s-10s

As we become more aware of the i1ssues
surrounding our children, we also touch
upon self- 1mage, what photos should you




Online Safety at ti

Me r ton . . The Merton PrlmcaagyeSchool
—3—¥= look at the dangers of online gaming, the =**™~

fact that this has an 1nternational reach and you
may not know who you are giving 1nformatlon to,

whna wan 2ve gctually playing | Warnln

LIFE SKILLS CENTRE

Share Aware

xalﬁﬁﬁ
ShareAware NSPCC =
Play Like Share CEoP
We look at the 1ssues around 'grooming 'mgmmw
and have used
haxrd —hitting (but age appropriate) wvideos

LGFL .
from THINKUKNOW, such as 'Alright




Online Safety at Merton- Safer ij

Internet Dagr The Merion brimary Seho
Tr—Febroary—=vEry year, we celebrate Safer Internet

Day. This year’s theme 1s Online Identity and we

will use resqurces to railse awareness of this issue.

Internet
Centre




What can you do?

EREN Ry iy




UK Chief Medical Officers’ advice for parents and carers on
Children and Young People’s screen and social media use

Technology can be a wonderful thing but too much time sitting down or using mobile devices can get in the way of important,
healthy activities. Here are some fips for balancing screen use with healthy living.

Sleep matiters

Getting encugh. good quality sleep is
very important. Leave phones outside the
bedroom when it is bedfime.

Education matters

Make sure you and your children are
aware of, and abide by, their school's
policy on screen fime.

Safety when out and about

Advise children to put their screens away
while crossing the road or doing an
activity that needs their full attention.

Family time together

Screen-free meal times are a good idea -
you can enjoy face-to-face conversation,
with adults giving their full attention

to children.

The Merton Primar)lr’ School

To be the best we can

e,

Sharing sensibly

Talk about sharing photos and information online and
how photos and words are sometimes manipulated.
Parents and carers should never assume that children
are happy for their photos to be shared. For everyone
-when in doubt, don't upload!

Keep moving!

Everyone should take a break after a couple of hours
sitting or lying down using a screen. It's good to get
up and move about a bit. #sitlessmovemore

Talking helps

Talk with children about using screens and what
they are watching. A change in behaviour can be

a sign they are distressed — make sure they know
they can always speak to you or another responsible
adult if they feel uncomfortable with screen or social
media use.

Use helpful phone features

Some devices and platforms have special features -
try using these features to keep track of how much
time you (and with their permission, your children)
spend looking at screens or on social media.




daughter

* Take an interest.

* Engage with them.

* Use technology with them.
* Do not become a ‘sharent’ - lead by example.
* Talk to other parents about any issues.

* Open minded to technology.
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To be the best we can be.

Google Family Link

a 30 P w07 3 ©4 w907
& Google Play Store

Q |
v e B £ o
§. \\\\ DAILY LIMIT BEDTIME
L

Google Family Link Scheduled o Google Duo
7’ 9

L 4
o~ / a ; v, 9PM-7 AM @ Toontastic 3D

Google Family Link [ &} 9 PM -7 AM

X Screen time Samantha

Google Inc. ¥

€ Everyone ® Chrome
9PM-7 AM ) min

9PM-7 AM

a @ Connect to your kid's device 9 PM-7 AM

Similar ¢ . i 7
a oreen ime - Samar a vEeXus 5

Stay in the loop as kids use their phones or " .
1t No bedtime Device unlocked

Downloads 62
Stay in the loop as your kid explores on their
Android device

READ MORE No bedtime ‘ Bedlirje

Devices will lock during bedtime. Calls will be o Daily limit

Setting up Family Link takes approx 15 minutes.




iOS Parental Controls .. % ..

To be the best we ca

Includes a feature known as "Screen Time". That tool logs what apps and activities people do with their phone,
and presents it all in one easy to use chart.

The phone will log whether people are spending all their time on social media, for instance. And it also
measures other data like how many notifications arrive and how often owners pick up their phones.

One important group affected by the changes are children. Apple allows the Screen Time feature to be

controlled within families — meaning, for instance, that parents can set limits for their children, who can ask for
more time if they need it. ————

Elizabeth'’s iPhone
A EEEEES
Games t

2h45m
8 o B®cool PR | P T
Social Networking

AVG 152
Longest Session

Manage Screen Time After Bedtime Use

LIMITS
@ Instagram




W | I ( ) ( 2 l I I ‘ I ( ! ‘ F ) The Merton Primary School
’ To be the best we can be.

*CEQOP
Other Parenr
*School Teac " e

Police The Imitation Game - Do you
really know who you’re talking to

eNSPCC . online?

Would you tell someone dressed up as your best friend one of your deepest darkest secrets? Or if
someone was doing an impression of your girlfriend or boyfriend, would you share an intimate photo of

. . yourself with them?
e Childline
The answer is probably no, right?

W W gy e W W W =




